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Question 1A. Place an “X” in the box next to 5 terms that are most directly related to
the combined use of cryptography and authentication. [10 marks]

symmetric ciphers EIP
asymmetric ciphers MAC

hybrid ciphers NOP

codes shared
hashes centralised
blocks independent

Question 1B. For each of the terms that you selected in question 1A, briefly describe
how that term improves the authentication process. [10 marks]
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Question 2A. Place an “X” in the box next to 5 terms that are most directly related to
categories of steganography. [10 marks]

fingerprint null cipher
substitution grille mask
transposition spread spectrum
transform domain distortion

cover generation reversible
semagram cue mutual

Question 2B. For each of the terms that you selected in question 2A, briefly describe a
weakness associated with using a steganographic technique of that type. [10 marks]
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